Integrating global environmental priorities into national policies and programme (Kiribati CB2 – CCCD)

Technical Assistance for the Environment Information Management in Kiribati No. IC2016_080



Draft benchmark that will be central to generate environment data that is required for the national state of environment reports and subsequently contributing to the national environment outlook
Introduction

There are several key factors and issues that are central in generating data. In order to generate environmental data continuously that are required in reports supposedly to be produced by ECD from time to time and relevant to this project, these factors and issues would include; (i) the types of data and information required for particular reports and how those data are structured in the database, (ii) sources and accessibility of information and data, (iii) infrastructure to facilitate data storage, and (iv) capacity to support data collection, data entry, data analysis, and maintain the system.  The purpose of this report is to set benchmarks to the above, that by doing so the environment information and data essential for a particular report can be generated from a secure source whenever the needs arise.
(i) Database structure

It is essential that the database is structured in such a way that the data generated from the database matches the type of information required in the report, such as Status of Environment Report and/or other reports obligatory to Kiribati that are specified under each thematic area of the Rio Convention.  It is recommended that the structure follows the “details” presented in Deliverable C2 (Annex 1) or similar formatting that will generate the information needed.
(ii) Data source and accessibility

All relevant data required in producing a comprehensive State of Environment Report and other reports related to MEAs are scattered and kept at different Departments/Divisions/Units of different Ministries, Island/Town/Urban Councils, NGOs and Education Institutions.

Data sourcing
Using Information Requirement for Thematic Areas under the Rio Convention identified in Deliverable B, the sources of all the data should be identified before end of 2016.


Preliminary listing of data sources includes;


Government Departments

Fisheries Division, MFMRD

Licensing Division, MFMRD



Mineral Unit, MFMRD

Agriculture Division, MELAD

Environment and Conservation Division, MELAD

Lands Department, MELAD

Public Works Division, MPWU

Risk and Disaster Management, Office of Te Beretitenti

Meterological Services, Office of Te Beretitenti

KAP III, Office of Te Beretitenti

Customs Department, MFED

Statistics Department, MFED

Environment Health, MHMS

Statistics Unit, MHMS

Curriculum Development Department, MOE

Marine Guard Division, MICTT

Local Government (Councils), MIA





State Owned Enterprises






Central Pacific Producers Ltd






Copra Development Company Ltd






Te Atinimarawa Company Ltd






Solar Company Ltd






Kiribati Oil Company Ltd

Data accessibility
Formulation and signing of agreements between ECD and Bodies owning the data. The agreement should specify that the ECD appointed data personnel is to have some form of access to data through point of contact appointed by the Body concerned. Agreement should be finalized before end of 2016.

Frequency of accessibility
Minimum of 1 session with contact personnel of data owner every fortnight to collect data.
(iii) Database Infrastructure

The sustainability of the Environmental Management Information System depends on the infrastructure used. The recommendation (Annex 2) provided by a contracted team of IT personnel is provided below as benchmarks.

Server: 
2.5 Ghz Quad Core processor, 16 GB RAM, 4 x 600GB 10K Hard Drives configured RAID 10.

Network Switch & Cabling:
Upto 1gbps network switch. New CAT6 network cables with 2 wall mount sockets per computer in all rooms of ECD.

Access Point:
Should support newest wireless standards such as 802.11n and 802.11ac. Recommended APs are Linksys, Ubiquiti, TP-Link.

Antivirus software:
All computers should have fully licensed antivirus software. Recommended antivirus softwares include Bitdefender, Kaspersky, Avira, Eset Endpoint and Avast.

Uninterruptible Power Supply:
Minimum rating 1000VA.

Backup system:
Off-site backup system recommended to be setup at MELAD headquarters. Recommended form is Network Attached Storage with a minimum capacity of 4TB (2 x 4TB configured in RAID1).

Internet Connection:
A new connection is required If the database is to be available on the internet. Recommended to have ADSL modem (or similar technology) with minimum speed of 512/256kbps.

 Firewall:
For internet access, firewall software is required. 
(iv) Capacity

Human Resource:
Minimum of 2 Staff. 1 IT and 1 data technician
IT personnel 
Maintain the system and provide training when needed
Data technician 
Data collection from data owner outside ECD and entry


Minimum of 1 person each Unit of ECD is to be assigned for data entry for the data that is specific only to the Unit.
Training:
Training program on the use of the database system should be devised and initial training provided by the project. The target audience is all ECD staff.


The IT personnel will be responsible for the training after the project ends.
Data Sheet:
Each unit should have a standard datasheet (soft or hard copy) relevant to each unit to record data specific for the unit. The format on the datasheet should be compatible to the database structure. 

Similar datasheet should be devised for data owners outside ECD and should also be used during data collection.

Status of Data:
Data from datasheet entered should be printed if provided as soft copy and signed as entered to minimize double entry.

Data Collection:


Once every fortnight from all sources.
Data Entry:
Data Technician is responsible to enter 100% of data collected from outside ECD within 7 days after collection.
Responsible ECD staff to enter 100% of data collected the preceding week.
Supervisory of Data Entry
ECD should have a record book of data entered. The record should provide information on the type of data or information entered, source of data, date entered, name of person entering the data.  The record should be kept with IT personnel who should confirm the entry by signing the record book.

Approval of Data release
Request for releasing data should be in writing to Director of Environment and Conservation Division who will issue approval.
Record Audit:
A quarterly data audit program is to be devised and implemented. The audit will ensure that the data are actually collected from data owners including ECD and entered as appropriate. 

The audit will further assist the ECD to identify caps that will provide improvement to data collection and entry as well as rooms to improve the database system where needed.

The auditors should be composed of the Director of ECD as Chair and members to include all Head of ECD Units and IT personnel as Secretary.
90% of matters raised during the quarterly audit should be solved prior the next audit.

Annex 1.

	THEMATIC AREAS
	Information Requirement
	Details

	BIODIVERSITY
	1.1 Sources of information and data
	Type of data 

         Marine 
- inshore, offshore

         Terrestrial   - crops, vegetables, medicinal & culturally important plants

Type of information

         Conservation area – Marine, terrestrial

         Food security – Marine, terrestrial

         Policy and Strategic plans including capacity information – Marine, terrestrial

Sources of information and data

         Government – Ministries, Department

         Institutions – National, International

   

	
	1.2 Level of Awareness
	Awareness program

        Marine, Terrestrial

              Type of awareness

              Audience targeted

              Topic covered         

This could also include awareness program for the other Thematic Areas

	
	1.3 Biodiversity coverage level in School Curricula
	Type of School

        Primary, Secondary

             Topics covered – Marine, Terrestrial          

	
	1.4 Inventory of terrestrial and marine species

1.5 List of endanger and threaten species

1.6 Vegetation cover for each island

1.7 Inventory, monetary value and status of species currently exploited for economic benefit. Particularly coconut, tuna, sea cucumber, reef finfish and non finfish

1.8 Inventory and status of species currently exploited for customary and traditional use

1.9 Inventory and status of food crops

1.10 Inventory and status of avifauna species

1.11 Inventory and status including distribution and level of destructive pattern of invasive species

1.12 Inventory and status of inshore marine fauna and flora 


	Inventory by Island

Inventory by type

            Conservation

           Non-conservation

By type - Marine, Terrestrial

       Species found on each island including food crops and vegetables

             Description of species

             Spatial distribution

             Status of species

             Value and productions rate

             Progress monitoring records

            

	
	1.13 Development Activities and Impacts on the Environment

1.14 Monitoring Activities
	Type of Activity

Description of activity

Duration, period covered

Map showing area

EIA reports

Research conducted related to project

Report on monitoring activities

      What is being monitored

      Status of what is being monitored

      Compliance record

	

	2.  CLIMATE CHANGE

 
	2.1 Policies in Place
	This could be grouped with or part of the “type of information” under “1.1 Source of Information and Data” but for appropriate thematic area

	
	2.2 National Capacity
	This could be grouped with or part of the “type of information” under “1.1 Source of Information and Data” but for appropriate thematic area

	
	2.3 Changes in Land Area overtime
	Land area by Island

     GIS map for different years that can be overlaid to determine changes

	
	2.4 Health of Corals, sea grasses and mangroves
	This could be grouped with or part of the group that begins with “1.4 Inventory of Marine and Terrestrial Species” under “1. Biodiversity”

	
	2.5 Population and Health of Statistics
	Type of Illness/Sickness

     Statistics per Island and age group

Awareness program associated with health issues could be grouped with “1.2 Level of Awareness” under “1. Biodiversity”

	
	2.6 Climate parameters: temperature,  pressure, rainfall, cloud cover, humidity
	Parameters for each island 

	
	2.7 Data on tides, sea level and waves
	Data from current installed monitoring system for each parameters

	
	2.8 Agriculture productivity 

2.9 Fisheries Data
	This could be grouped with or part of the group that begins with “1.4 Inventory of Marine and Terrestrial Species” under “1. Biodiversity”

	
	2.10 Groundwater quality and Quantity
	Data Quality and quantity by Island by site

      E.coli

      Conductivity

      Depth and width

      Etc

      Map of area

Policies and plans related to ground water could be grouped with or part of the “type of information” under “1.1 Source of Information and Data” but for appropriate thematic area


	
	2.11 Inventory and extension damage to property and value of damage due to storm surge
	Data structure on  2.7 Data on tides, sea level and waves can be expanded to 

         Damage instances caused by island

               No of houses affected



	
	2.12 Vegetation cover for each island
	This could be grouped with or part of the group that begins with “Inventory of Marine and Terrestrial Species” under “Biodiversity”

	
	2.13 List of renewable resources
	Type of renewable resources by island (e.g. solar, bio-fuel, biomass)
        Capacity

       

	
	2.14 Data on imported fuel
	Fuel by type

        Volume arrived by date

Can be included as part of POP in 2.14

	
	2.15 Volume of waste produced
	Waste Sector - Contribute to Greenhouse gas especially from dumping site
Type of waste

         Recycle

         POP

         Bulky

         Hazardous

         Etc

 For each type

        Volume
            For above type

            Type collected and dump at regulated dumping site
        Source

        Disposal mean

 Policies and plans related to ground water could be grouped with or part of the “type of information” under “1.1 Source of Information and Data” but for appropriate thematic area

	
	2.15 Livestock population – pigs and chicken
	This could be grouped with or part of the group that begins with “Inventory of Marine and Terrestrial Species” under “Biodiversity”

	
	2.16 Inventory of Greenhouse gas
	Type 
     Importer by Sector (eg. Waste, energy, etc)
        Volume imported
        Volume produced
    

	

	3. LAND DEGREDATION
	3.1 Status of health of land 
	In itself does not require a database. To produce the status would required combinations of several areas including 1.4 to 1.12, 2.10, 2.15

	
	3.2 Land usage and strategy on town planning
	Land use plan per island/urban/town

       Map of use plan

Policies and plans related to land use planning could be grouped with or part of the “type of information” under “1.1 Source of Information and Data” but for appropriate thematic area

	
	3.3 Information on drought. Historical weather record for islands
	The information could be grouped with or part of the “type of information” under “1.1 Source of Information and Data” but for appropriate thematic area

	
	3.4 Current response strategy to combat effect of drought on the affected population and ecosystem
	Policies and plans related to land use planning could be grouped with or part of the “type of information” under “1.1 Source of Information and Data” but for appropriate thematic area

	
	3.5 Mining activities
	Type of mining by location

        No of licenses issued

        Volume mined

Illegal mining by location

        Volume mined

        No. of Prosecution made

	
	3.6 Waste Management Policy
	Policies and plans related to waste management could be grouped with or part of the “type of information” under “1.1 Source of Information and Data but for appropriate thematic area

	
	3.7 National capacity to deal with waste
	Policies and plans related to waste management could be grouped with or part of the “type of information” under “1.1 Source of Information and Data but for appropriate thematic area

	
	3.8 Waste (hazardous and non-hazardous wastes) generated and disposal
	Refer to 2.15

	
	3.9 Data on pollution; inventory of pollutants, sources, information
	Refer to 2.15

	
	3.10 Ground water quality
	Refer to 2.10

	
	3.11 Inventory of POP
	Refer to 2.15

	
	3.12 Climate change factors
	Refer to 2

	
	3.13 Waste Recycling facility
	Refer to 2.15

	
	3.14 Information on Development activities
	Refer 1.13

	

	Other MEAs
	
	

	World Heritage Convention
	4.1 Inventory of property forming part of the cultural and natural heritage

4.2 Up to date list of properties forming part of the cultural and natural heritage
	This could be grouped with or part of the group that begins with “Inventory of Marine and Terrestrial Species” under “Biodiversity”

Information on lists of properties could  be grouped with or part of the “type of information” under “1.1 Source of Information and Data but for appropriate thematic area

	Stockholm, Basel, Waigani, and London Conventions
	Mainly on wastes
	Refer to 2.15


Annex 2. Extract from the report “Report on the Review and Assessment of ECD’s Information System.”[image: image1.jpg]Both wireless access points (ECD Hotspot and ECD02) do not support the faster Network
Standards such as 802.11n and 802.11ac and therefore the maximum speeds between laptops
and these wireless devices is limited to 54mbps (usually it will be a lot less than this).

The security protocol used on wireless access point ECD02 is WPA which is a weaker protocol
compared to WPA2 which is used on ECD Hotspot. Using WPA increases the risk of malicious
users piggybacking on the ECD’s internet bandwidth.

Three of the wall mount sockets for network connections found in ECD are working while the
rest seemed to be out of order. .

The network cables currently running around the whole ECD building are quite old and could
be easily torn out.

Opportunities

Donor funding is available and can be utilized to upgrade the network infrastructure to support
EMIS

Technical expertise from the Committee may be available to guide the development of the
EMIS as well as the upgrade of the network infrastructure

Threats

Sustainability of the project with respect to continued support to the operation of EMIS will
depend of continuation of funding from the Ministry

There s a high risk of complete data loss from natural disasters as well as man-made ones such
as fire since there is no off-site backup system in place

Recommendations

Based on the assessments above, the following are a number of recommendations that the Team
believe will enable ECD to successfully fulfil its vision of having a sustainable Environmental
Management Information in place.

1

61

New Server for EMIS

A new server should be procured specifically for EMIS with the following minimum
specification:

e Server brand (e.g Dell or HP)

e 2.5Ghz Quad Core Processor

e 16GBRAM *

e 4 x600GB 10K hard drives configured in RAID 10

Network Switch and Cabling

e Anew gigabit network switch should be procured to provide faster speeds (up to 1gbps)
to all staff computers.




[image: image2.jpg]3.

e New CAT6 network cables should be installed all around the Division office so that staff
may be able to use the cable at most locations in the Ministry. This will require installing 2
wall mount sockets per computer in all rooms of the Division to provide redundancy in
case of unforeseen problems with some cables. '

Access Points

e There’s a need to procure for more powerful Access Points that will enable to reach all the
ECD rooms from one central location. This will replace any wireless extending devices
currently in place. Recommended APs are Linksys, Ubiquiti, and TP-Link.

e The access points should support the newest wireless standards such as 802.11n and
802.11ac

4. Antivirus Software

5.

* All computers should have a fully Iicense'd antivirus software to protect the users from
security threats that may affect their documents and files especially those stored on a
centralised location. It only takes one infected computer to infect or render the data or
files useless on the centralised data repository especially with the advent of ransomeware
(viruses that encrypt data on a computer and ask for a fee to unlock it)

e Recommended anti virus softwares include Bitdefender, Kaspersky, Avira, Eset Endpoint
and Avast.

Uninterruptible Power Supply

e An online UPS is needed to support the operation of EMIS. An online UPS is one that
provides extra protection from power surges as well as power outages as it runs on battery
all the time. The minimum rating of 1000VA is recommended for the server specified
above however the bigger the better.

6. On-site/Off—site Backup System

e This can be in the form of a Network Attached Storage‘(NAS) that will store all data stored
on the data repository as well as the EMIS. A NAS system with a minimum capacity of 4TB
(2 x 4TB configured in RAID 1) is sufficient for all ECD data and future needs. This will be
setup in the MELAD Headquarter office so that the backup can act as an off-site one but
at the same time close enough to ECD in case of a need to quickly restore any required
data.

7. New Internet Connection

71°P

e The current internet connection is sufficient for ECD staff internet use only so if there are
plans to have EMIS accessible over the Internet, a new Internet connection will need to be
setup so that ECD staff internet traffic will not have any impacts on the acCessibility of the
EMIS from the Internet and visa versa.




[image: image3.jpg]An ADSL modem (or similar technology) with minimum speed of 512/256kbps should be
configured solely for EMIS however speeds in excess of 1gbps/512kbps would make EMIS
more responsive from outside the ECD network. Access to EMIS from within ECD, ie from
staff is not affected but this as they will be accessing EMIS via the local network.

Firewall Software

A dedicated firewall software will be required if EMIS will be accessible from the Internet
so that it will be more difficult for malicious users (hackers) to gain access into the ECD
network infrastructure and consume or corrupt data

Current Infrastructure and Data storage practise
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The current server is more than capable to act as a data repository for the data collected
for EMIS

A new shared drive should be created to store data collected for EMIS

Backup should be carried on the file server on a more regular basis (i.e weekly) and two
copies of these on two different storage media is better than one.

Current Access databases should be stored on the server and one copy only should be kept

All data and files on staff computers should be copied to the file server so that data can be
securely stored and backups can be made on all ECD data and files.

A licensed antivirus should be introduced to the File Server just in case infected files
happen to exist during files transfers and exchange between server and clients.

A domain based infrastructure could improve the current level of user and group
permissions on File and Printing services and other network resources of EMIS minimizing
the security threats posed by unauthorized people happened to bypass Access points
authentication security.
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